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Program Name  

 

UG (All Streams) 

Semester As per University 

NCrF Credit 

Level 
As per Semester / Year of UG Programme 

Course Type  Minor  

Course Subtype Skill Development 

Subject Type Emerging Technology 

Course Code -- 

Course Level Basic to Mid 

Course Title  FUNDAMENTALS OF CYBER SECURITY 

Credit Theory:         4 Practical:    0 Total:      4   

Effective From  Academic Year : 2026-27 

Course 

Outcomes 

 

 

CO1 - Understand cyber security concepts and challenges 

CO2 - Identify cyber-crimes and legal remedies 

CO3 - Apply safe practices in social media 

CO4 - Demonstrate secure digital payments 

CO5 – Implement device security measures 

CO6 – Develop cyber safety awareness 

 

Mapping 

between Cos and 

PSOs 

 
 PSO1 PSO2 PSO3 PSO4 PSO5 PSO6 PSO7 PSO8 

CO1   - - -  - - 

CO2    - -  - - 

CO3 -  - -    - 

CO4 -  -   -  - 

CO5  - - -  -   

CO6   - -     
 

Course Content  

 

Unit – 1: Introduction to Cyber Security 

• Cyberspace and Web Technology Overview 

• Internet, WWW and Evolution 

• Internet Infrastructure & Governance 

• Concept of Cyber Security 

• Issues and Challenges of Cyber Security 

Unit – 2: Cyber Crime and Cyber Law 

• Types and Classification of Cyber Crimes 

• Cyber-crimes targeting devices, women and children 

• Financial frauds and social engineering attacks 



• Malware and ransomware attacks 

• Reporting of cyber crimes 

• Remedial and mitigation measures 

• IT Act, 2000 and its amendments (including IT Amendment Act, 2008) 

Unit – 3: Social Media Overview and Security 

• Types of social media and platforms 

• Privacy issues and risks 

• Security challenges in social media 

• Reporting inappropriate content 

• Legal aspects 

• Best practices 

Unit – 4: E-Commerce and Digital Payments 

• E-Commerce basics and security 

• Digital payment systems (UPI, cards, wallets) 

• Common frauds and preventive measures 

• RBI guidelines and customer protection 

Unit – 5: Digital Devices Security 

• Computer and mobile security 

• Password policy and authentication 

• Antivirus and firewall 

• Wi-Fi security 

• Patch management and updates 

 

Reference Books 

 

1.  Cyber Crime Impact in the New Millennium – R.C. Mishra 

2. Cyber Security – Nina Godbole 

3. Security in the Digital Age – Henry A. Oliver 

4. Electronic Commerce – Elias M. Awad 

5. Cyber Laws & E-Commerce Security – Kumar K 

6. Network Security Bible – Eric Cole 

7. Fundamentals of Network Security – E. Maiwald 

Teaching 

Methodology  
Class Work, Discussion, Lab work, Self-Study, Seminars and/or Assignments 

Evaluation 

Method 

Internal Assessment: 50 Marks 

External Assessment: 50 Marks 
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